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An Organizational Nightmare

Flash Memory Summit 2011
Santa Clara, CA



Military Analyst. Malicious Insider.
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Bradley Manning
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All About Protecting Data from 
Loss and Breach

• 46 U.S. states now have mandatory data breach notification laws

Keeping out of the Headlines

• An average data breach costs $214/record in the U.S., £64/record in the 
U.K., and €138 in Germany

Avoiding Escalation and Lost Business Costs

• $1.5M – HITECH Act maximum fine by U.S. HHS and FTC
• £3M – HSBC fined by U.K. FSA
• £500K – U.K. Data Protection Act (ICO) maximum fine

Avoiding Government Fines and Criminal Charges

• $1,000+/customer/breach – Massachusetts and Nevada encryption laws

Avoiding Lawsuits
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Self-Encrypting Devices:
Part of the Solution
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Secure, Removable Flash Storage Self-Encrypting SSD
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• How to enforce data policies?
• How to prevent breach?PROTECTION

AWARENESS

Information-Centric Security is 
Required

IDENTITY
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• Where is the sensitive data?
• How is it being used?

• Who should have access to sensitive data?
• Who shouldn’t have access?
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IDENTITY

PROTECTION

AWARENESS

Information-Centric Approach
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Content- and Context-Aware DLP

User Identification and  Authentication

Storage Encryption Device EncryptionMessaging 
Encryption
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Questions
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