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Difficulties with flash
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 Erases can be more detrimental than programs in 
flash memory since erases are performed at the 
block level

 Multilevel flash memory cells are exponentially more 
error prone than single level cells



Flash error rates
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Write once memory codes
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Fixed-rate and unrestricted-rate 
codes
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 If we write the same amount of information at each 
generation, the WOM-code is said to be a fixed rate 
WOM-code.

 Otherwise, the code is an unrestricted rate WOM-
code.



Rivest and Shamir write twice code

Flash Memory Summit 2011
Santa Clara, CA 7

[1] R.L. Rivest, A. Shamir “How to reuse a write-once memory” IEEE Communications Letters, 2003. Vol. 55, No. 1-
3, pp. 1-19 Dec. 1982.



Capacity results for unrestricted 
rate
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Rates achieved for two writes
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Rates achieved for q=4

Flash Memory Summit 2011
Santa Clara, CA 10

[1] R. Gabrys et al., “Non-binary WOM-Codes for Multilevel Flash Memories,” Information Theory Workshop 2011. 



Rates achieved for q=8
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Observed error patterns in TLC 
flash memory

• Data was measured from 16 blocks of a TLC 
chip split evenly across the 2 planes. 

– The chip was repeatedly rewritten with random data 
and error measurements were taken every 100 cycles.

• Patterns
– Approximately 69% were in same direction.
– Errors were limited in magnitude.
– Errors not bursty or persistent.
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Data dependent BER
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Only 4 states exhibit a BER more than 10^-5



Errors between state transitions
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Idea

• Instead of providing ECC that guards against 
ALL types of error patterns, target errors that 
flip a prescribed number of bit flips.

• Reduces the redundancy of the code 
resulting in more efficient error correction 
codes
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Example

• Suppose we have q=32 levels and we want to 
correct all errors that flip at MOST 2 bits.

• Naïve Scheme: map the symbols to an ECC 
whose alphabet has cardinality 32.

• Better idea: map the symbols to a code with 
symbol cardinality 16.
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Evaluation

• For the TLC data collected, we were able to 
correct 99.17% of the errors over the lifetime 
of the chip.

– Used a mapping into an alphabet of size 4.

• More generally, suppose the probability that 
given 2n1 symbols a bit flip occurs is p1. 
Suppose we have n symbols and n1 and n 
get large. We want to correct t such symbol 
errors.
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Evaluation

• The ratio of the naïve encoding to the 
redundancy of this scheme when optimal 
block codes are used is: 2tn1(1-H(p1)), where H 
is the binary entropy function.

• For fixed p1≠1/2 as n1 continues to increase 
this scheme will yield more efficient codes.
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Conclusion

• Bit error rates are continuing to increase with 
each generation of flash memory.

• Techniques for controlling this trend include 
write once memory codes and error 
correcting codes.

• Efficient error correction code should take 
advantage of the unique patterns observed.

Flash Memory Summit 2011
Santa Clara, CA 19


	Extending Flash Memory Lifetime Using Coding Techniques
	Outline
	Difficulties with flash
	Flash error rates
	Write once memory codes
	Fixed-rate and unrestricted-rate codes
	Rivest and Shamir write twice code
	Capacity results for unrestricted rate
	Rates achieved for two writes
	Rates achieved for q=4
	Rates achieved for q=8
	Observed error patterns in TLC flash memory
	Data dependent BER
	Errors between state transitions
	Idea
	Example
	Evaluation
	Evaluation
	Conclusion

